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Abstract

Many people regarcheé Sony Play Station Portablerasrely a cute game console for children and young
adults. This idar from the truthYes,the PSP can plagames, playnovies music,anddisplay imags, buta
user caralsobrowse the interngor sniff for wireless access points user can attachRSP to any computer
via a USB cable to act as a USB storage demi@as a platform to run softwargia another computer. THeSP
Homebrew community has ported LindXTP servers and other software to the A8Rhe hands of a
knowledgeable user the PSP can be used as the base for various nefarious activities.

This paper providethe examinemwith abaseline examination ofthe Son Pl ay St at i onThePor t
paper reviews the hardware of the PSP from a device recogmittboapabilities viewpoinThe defaulfile
systems empl oyed by t hnesoReSPtldestanOgrddile torimame gxandngdsurtleem

it reviews the evidendhat is stored in the P6FRAM and on thé® S Prénsovablememory. knally, the
paperdiscusses processing considerations.
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Introduction
Sony introduced the Play Station Portable (APSF
over 360,000units to the public. The game system with its large selectigames and movies is fun to
play and provides hours of entertainment. When the PSP was first released, it included, among its other
hardware, an 802.11 Wireless NIC designed to provide some minor networking capabilities. The original
intent was to allow sers of the PSP toformd4doc L ANs t o share the figamir
software vendors to upload patches and game improvements to their software. Shortly after the game sys
was released, a hack to the wireless LAN software was introdudeglltiveed users to access the internet.

Sony identified the fact that the users of the PSP wanted to access the internet. In response to the users
desires Sony added more robust network connectivity software and an internet browser to the device. The
curent r el ease of t h alowspusereastaccesgthesintesnete m ( A OS0)

In September 2007, Sony released an updated version of the Play Station Portable, system. The new de'
is slimmer and grey or silver verses black acrylic. PSPs havesb&bm other colors, linked to product or
movie advertisements. The newest version of the PSP has some upgrades to the hardware and adds a lit
the standard OS that is available with the older versions of the PSP. The most notable upgrade to the nev
PSP is an upgrade that allows the user to play videos on a regular television.

Regardless, of the model of the PSP, the PSP is a lightweight portable personal computer, capable of
displaying a variety of data files, from simple pictures to stéte-art multtmedia. It can connect to the
internet allowing communication over the internet from just about anywhere. A law enforcement officer
who encounters a PSP needs to be able to identify the device, understand its capabilities and the devices
evidenta y potential. This paper will cover how to
capabilities.

An examiner who receives a PSP needs to know th
organization, and the default files created asediby the OS. Additionally, the PSP contains some volatile
data in RAM that could be of evidential wvalue.
interface is covered to help the examiner locate and extract data and view data from RAM.

The FSP user community has a strong grass roots development infrastructure. A brief discussion of the
evolution of the PSP from firmware version 1.50 through to the present version of firmware version 3.72
will provide a background for a discussion of the PSielbrew community. The Homebrew community

has developed methods for expanding on the baseline capabilities of the PSP. While the Homebrew
community has been busy trying to hack the PSP, Sony has been busy creating security measures to pre
the Homebree o mmuni ty from hacking the OS of the PSP.
OS and motherboard. The different versions of the ie8feboards have varying levels of vulnerability to
being converted to a Homebrew system. Identification @$e¢hmain models is discussed so the examiner

can identify the methods used to hack the various PSP motherboards, if needed.

! SRC: http:/lwww.gamepro.com/news.cfm?article_id=42189
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The paper will also cover some processing considerations of the PSP. There is a hidden limitation of the (
/ file system managemesoftware used with the PSP that may be of some evidential value.

Reference Hardware

Hardware Details
Sony PSP Ver. 1001.

Op Sys Ver. 3.50

OS Setting:

Nickname: slippery

System Language: English

Character set: US (437) for file names

Latin 1(1252) for file text
UMD Autostart: off
WMA Playback Enabled

Flash Player Enabled

Date Format: MM/DD/YYYY
Time Format: 24 hour

Time Zone: GMT -5:00

Daylight Savings: Standard
Backlight AutaOff  Off
Auto Sleep Off
Wlan Power Save On
AVLS Off
Dynamic Normalizer On
Key Tone Off
Parental Control Ivl OFF
RSS Channel Settingdl Items
Video
Menu Language English
Audio Language Original Language
Subtitle Languag&nglish
UMD Video Vol +2
L/R Button Do Not Use
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M odel Identification
Currently, Sony has two main models of the PSP abigléor purchasehe original back versionandthe
justreleased PSP Sliveaka PSP Slipaka PSP Ice

The original version of the PSP was blackylic, shown below.
Front view and bottom

BackView

Top view

The Sony PSP has been released in a number of codiag identification of the unit slightly more
difficult. Additionally, there are modifications or fAmods o0 t hat haveimdd® en

2 http://www.gaminggroove.com/article.php?id=30&pgEll/25/2007.
3 http://www.gaminggroove.com/article.php?id=30&pgEl/25/2007
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range from simple decals to extensivemanufacturingofth e SPs 6 bl ack acrylic ¢
the logo with clear plastic or replacing the face plate.

PSP Silveraka PSP SliakaPSP Ice was released to the public Sept 5, 2007

There area number of sub models that can be identified by looking under the battery. The models are the PSF
1000 series and the P&BO00 series. Additionally, there are differembtherboardsind chigets for the device.
The presence of these other factors corafis the process of identifyitige exactversion of the PSP

Sony places aerial number for each device on the bottom of the deVioe model numbetversion can be
located there as well Additionally, Sony has placetthese numbernsiside the ba#try compartment, under the
battery.

SelectSpecifications for the original Play Station Portable
Graphics Subsysten@eometry T&L Processor
(33M Triangles/sec) + Rendering/Texturing (664 Megapixels/sec)
Audio Subsysteml66Mhz progammable DSPs
Memory:32MB (main), 4Mb (embedded)
Dimensions6.7" x 2.9" x 0.9" Weight:0.62 pounds
Display Type#4.3" TFT, 16x9 aspect ratio
Resolution480x272 Color: 16.7 million
Max Brightness200cd/m2 (on AC), 180cd/m2 (on battery)
Sound:Stereo speakers
Optical Drive UMD, 1.8Gb (dual layer)
Permanent Storag&ony MemoryStick(TM) Duo
Wireless I/OIrDA/SIRCS (infrared), WAFi (802.11b)

* http://www.sonystyle.com
® The different versions of motherards had varying degrees of ease in converting the device to a homebrew PSP. (see Homebrew)
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IO Ports:USB 2.0
Game ControlsD-Pad, Analog stick,-buttons, Left/Right trigger buttorGPUs:
Twin 32-bit MIPS R4000 @333Mhz

Other gontroIsVqume +£, Home, Select, Start, brightness, audio;RMon/off Switch, Power/Sleep
Switch

The Functions of the Buttons.
Below is a diagamof the various buttons on a PSP.

L& R Trigger Buttons

LGD Screen
[4.3" TFT, 16x9)

Directional Pad AOXO Buttons

Memory Stick Duo - Power
Indicator Light . . Indicator Light

Wireless LAN L X Hold (Stand-By)

Indicator Light = - : ‘ _» Indicator Light

Analog Controller Display [
Strap Attachment Sound Start

Left Speaker

Select

The Sony Operating System

The Operating System that Sonyeaded with the PSP has had major and minor revisions. The first
PSPs in the US were shipped with OS Version 1.50. The current release is version 3.72 (as of 11/25/C
The OS is also referred to as the firmware. The OS is storedepnaggrammablehip inside the

device.

The user i nt er f aTcaecb ibsr ocvasl el readl’ @t rh at thfeC MfMcrs® .S S

6 http://www.gaminggroove.com/articldnp?id=30&pg=1

" http://pspmedia.ign.com/psp/image/article/523/52302 1spe up-look-20040614001233819.jpg
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The interface is accesdfrom the main screen. dn functions are selected byaversing right ofeft,

using the arrow keys on thdtldand sie of the unitto highlight a functions IcanOnceone of the

main functionshas been selectesluboptions are selected by using the up and down arrow keys to show
the available options under the main topic. A specific option is then selected by ptebsitg A X 0 b L
on the right hand side of the wunit. The <circl

Once particular object/function has been selé@t.g. photo, video or music) pressing the triangle
button s efeee Aftomes FU N Btuit tprowides@additiandd fincter) gptions. These

options show up in a different colored area to the right of the sciidenadditional options can be

APl ayo, fDel et ear,t oi,l nif Dirinthe s ad@ , NHEReEycOE DV s @, T

The Operating System Options
The options available with OS version 3.50 are:

Network update (updates the firmware for the psp)
Start firmware update process.

USB Connection(used to connect to a PSP to a computer system)
Connects the devide a USB port as a USB Device

Video Settings(set options for the builtin dvd/UMB player)
Menu Language
Audio Language
Subtitle Language
UMD Video Volume
L/R Button (Use / Do Not Use)

Photo Settings (setting the photo slide show)
Slide Show Speed

8img src: Author
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System Settings
Nick Name
System Language
Character Set
UMD Auto start
Battery Information
Format Memory Stick
Enable WMA Playback
Enable Flash Player
Restore Default Settings
System Information
S/W Version #
MAC address
About PSR Credits

Theme Stting (changes the theme and color of the main interface)
Theme Color (select a color)
Wallpaper (Use/ Do Not Use)

Date & Time Settings
Date and Time
Set manually
Set viathe internet
Date Format
YYYY/MM/DD - DD/IMM/YYYY - MM/DD/YYYY
Time Format
12 hour Clock
24 hour clock
Time Zone (lots)
Daylight Savings

Power Save Settings
Back Light AutcOff
Auto Sleep
WLan Power Save

Sound Settinggsettings for the MP3 Player)
AVLA
Dynamic Normalizer
Key Tone

Security Settings(sets access rightdr the device)
Change Passwords (passwords for parental controls and the internet browser)
Parental Control Level
Internet Browser Start Control
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RSS Channel Settings
Item Save Options

Network Settings(network connection settings)

Ad-hoc

InfrastructureMode
New / Connection Selection
Scan (for access Points)
Enter Manually
Automatic >

AOSSIT AirStationOne-TouchSecure system

Use Wireless hotspot
T-Mobile USA

Photo (displays individual images on screen or via a slideshow)

Camera
Memory Stick

Music (play music)
Memory Stick

Video (play videos)
Memory Stick
UMD disk

Game (Plays stored games and starts new ones)

Games Sharincompete against / with other psp players)
Saved Data UtilityBrowse for Saved game data

UMD Play agame
Memory Stick

Network (access internet locations and services)
Online Instruction manual
Location Free Player
This works 1in
Remote Play
Connect via internet,
Connect via Private network
RSS Chanel
Options
Save Multiple (channels)
Set Timer
Save
Play

Freeo
he

AfLocati on
world via t

°Sonyos
in the

pl ayer
internet.
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Open Website
Delete
Information

Internet Browser
Opens Web browser

Sony has releasednumber of upgrades to the R8&iginal operating system. Sony eakes th©S
updateghrough its webse http://www.us.playstation.com. The site can be reaahvia any pc or
through the PSP itself. In addition, OS updates can be found on many mirror sites.

The process for updating the PSP operating system or firmwiaidyssimple. The useffirst

dovnl oads the | atest upgrade package (the Aupd
NetworkUpdate featurer by downloading the update software from any one of the mirror sites
available on the internet. This file is callEBOOT.PBP. Regardlessf where the user gets the update
file, this file is saved onto thdemory Stick uo and stored in the directoiPSP/Gamesb

The size of the update file has been growing over time. @ilgjrihe file was about 14MBThe recent
versions are approxirtely 25MBin size.

After the usehas saved the file todevice,the user selects the game option, and navigates to th
memory stick The PSP reads the contentsh@ subdirectory and provides the useitiwvthe option to
runthen PSPE Updat & TheuserselctsXh¥ updater file and starts the update process
(The user presses the AX0 button.)

Once the updater progmstarts it, examirgthe charge in the battery. If the charge in the battery is not
sufficient, the update progmwill not proceed vith the update. The updater gramrequires that the
battery be fully charged prior to the commencement of the update.

Data Storage
Memory Stick Duo™

The PSP ha32MB of RAM installed in the device. There are no provisions for upgrading the rmemo
installed in the PSP.

The PSP has a slot that allows for additional
proprietaryFormat Memory Sticlb u o ( A MS D @nory Stick Due is aMailabie a number of
different sizes. The MSI3 availablem sizes up to 8GRBs of this writingNot all of the M® will

function in a PSP, although the manufacturers claim they will. A Lexar MSD failed to work in a PSP,
the exact cause was not identified.

19 See the details of the examination of Memory Stick Duos in Appendix D
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SONY

MemoRry Stick PRO Duo

< 8GB MAGICGATE

PSP Hard Drive

A hard drive attachment is availabte fpurchase. The hard drive is connected through the Memory
Stick Duo slotto the PSRind attached to thear of the device. This hard driveade the PSP lopsided
so the manufacturers of this device sold the device with an additional battery packaesgm déut the
size and weight of the PSP with the hard disk attached

(fa1) IS B
(L T
ll'h.rll T

The hard drive unit and the additional battery back seen from underneath tH unit

A number of other accessoriage available for the SONY PSfor example, various casesd
connections methods. There is als8 mega pixel camethat can be attached to the PShe newest

model has the ability to play m@s on a regular TV.

The Homebrew World of PSP

The original PSP was limited its options and capabilitiebut ithad potential to be a very useful
device. Shortly after the PSP was first released in North Amieribe 4" quarter of 2004enthusiasts

Mgre ‘http://www.dpreview.com/news/0701/07010801sonymsduo8gb.asp

2image srcuk.codejunkies.com/news_reviews.asp?c=GB&cr=GBP&cs=&r=1&I=1&s=7&p=18
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hacked one of the games sold for the PSP. The
website and domload updates to the game usimgogen wreless access point and the B&#reless
NIC. (see Appendix A glossary for term definitions)

Hackersexploited the ability to access the internet through the wireless NIC to enable PSP users visits
sites otlerthan the sfiware developdyr mtended webite.In mid 2005 other hackers figured out how

to replace the firmware in the PSP with hacked software. This hacked firmware and software is
collectivey known as A Ho ma\anety of O8 heks amheenulatorsavaitable.HE

enhanced capabilities of the PSP can vaayndiically and depend on how the device has been hacked.

There is a running competition between the members of the Homebrew community and Sony. Sony h:
been implementing security me@ss to prevent software and intellectual property piracy. These
measures have been in the form of changes in the software and hardware used in and by the PSP. TI
members of the homebrew community work hard to break the latest security measures.dasesme

the measures have beengmssedn afew days, othes have taken several months.

As t he Sseauyty niR&Stréshave evolved there have been changes in the actual haetvare u
in the devices. Othe Listservs or chat rooms, these differesare categorized by the motherbaard

tha areinstalled in the device The PSP has had a number of differenthrarboards. The type of
motheboar d present in the device doesceisasingthefOSe c |
develoged bySony. The type of motheroar d i n t he device does affe
brewd operating system.

The motherboards armbeirdesnutci i@esd AEGNO talTaA THAroe grwl &
motherboard.

ATo 1 dent ibbaydopehthe PSR UMD gamel and look near the top right corner. If you can
see the |l etters Al C100 382 ortTASS. Ifiyau ddinetisee bny grintitg the s
mot her board is thé® Aregul aro mother board. o

Typesﬂ' TA- 81/ 82 /86 Model TAO82 havebeen seen in recent Asian P3iagl North American Core
Packs.

13 http://psp.about.com/od/homebrew/ig/T82-MotherboardT utorial/
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If your PSP has that "IC1003" at thep door then it's TAD82/86, if not then it's a regular PEPIf the
code ‘;IOCGOOI' appears on the left, and there is NOTHING on the right, you hav@&lTAother
board.

\

Then For mat Me mBunction St i c ko

MSDs must be formatie before the Sony PSP can use BI8D. Thei For mat Memory St
Function performs two prosses on the MSP(see Appendix D1 & D2 for analysis detailg)he first

is to format the MSD, the"is to install a standard directory structure in the MSD. Two MSDs were
examined to determine whattheF o r mat  Me fonctiog actBallyi dod kodlh MSDs. The two
MSDswere, aSony32MBMS D , (-AM&P that was i ncl uandaSanDiskt h
4GB Memory Stick Pro Du¢ i M8 Bthe was purchased separatdipjeii For mat Me mor y
function installed &AT-12 File system on the MSB2 and aFAT-32 on the MSHA.

| f Folmat Mémory Stick f unction is used, the MeANflleay St
system®. There were two versions of tRAT file systems installed on the MSEest, #AT12 and a
FAT32. (Details of the conteatand analysis of the MSDs arethe appendix.)

Ef fect of the AFoptiomana32MBiMemory StEk Ou@. k 0 0

For the MSDB32: formatting resulted in changes to sector 0O, through 19.
Sector 0 contained a Master Partition Table but no boot code.

Sectors 218 were not altered

Sectors 181 were wiped and filled with Hex values 0x00;

FAT Table 1 starts at sector Z0AT Table 2 starts at sector 26

The cluster size is set to 64 sectors per cluster

14 src: mahfood1990http://www.psp-hacks.com/forums/about111139.html
15 src: mahfood1990http://www.psp-hacks.com/forums/about111139.html
16 See Appendix D1 andD2 for the details of the analysis of two Memory Stick Duo cards
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Sectors 32 through sector 415 are wiped dfetifivith Ox00s. These are the sectors that contain the
directories created during the format. The wiping of these sectors is a typical step in the preparation fo
cluster to receive a Directory. Sectors 416 through the end MSD were not affecteddogntite

The directory entries are typical directory entries BRAT file system. The directories accept Long File
names. The root directory is located in physical sector 32.

The standard layout created by th& o r mat Me mor y SheiMBIX3@: command on

Filename Path Dir Size Creation Cr Last Write LW Last Access  1st
Date Time Date Time Date Cluster
MEMSTICKIND \ 0 0 0 0 0 0 0
MSTK_PROIND \ 0 0 0 0 0 0 0
(Root directory) D 32768 2
PSP \ D 32768 10/24/2007 22:43:24 10/24/2007 22:43:24 10/24/2007 3
GAME \PSP D 32768 10/24/2007 22:43:24 10/24/2007 22:43:24 10/24/2007 4
SAVEDATA \PSP D 32768 10/24/2007 22:43:24 10/24/2007 22:43:24 10/24/2007 5
COMMON \PSP D 32768 10/24/2007 22:43:24 10/24/2007 22:43:24 10/24/2007 6
SYSTEM \PSP D 32768 10/24/2007 22:43:24 10/24/2007 22:43:24 10/24/2007 7
MP_ROOT \ D 32768 10/24/2007 22:43:24 10/24/2007 22:43:24 10/24/2007 8
100MNVO01 \MP_ROOT D 32768 10/24/2007 22:43:24 10/24/2007 22:43:24 10/24/2007 9
101ANVO1 \MP_ROOT D 32768 10/24/2007 22:43:24 10/24/2007 22:43:24 10/24/2007 10
MUSIC \ D 32768 10/24/2007 22:43:26 10/24/2007 22:43:26 10/24/2007 11
PICTURE \ D 32768 10/24/2007 22:43:26 10/24/2007 22:43:26 10/24/2007 12
VIDEO \ D 32768 10/24/2007 22:43:26 10/24/2007 22:43:26 10/24/2007 13

Effectcof t he fiFor mat Memor y MB8mory&ticlkoDum pt i on on

When the MSP4 was formatting witlthefiFormatMe mor y St i sdctors@90aret i o n
overwritten with hex 0x00. The MSD is formatted &sAa 32 device.

Sector 0 contains a Master Partition Table, starting at offset 446. There is no boot code.
The AFor mat Metoowipgs S8dors@ through 188hysical sector)

Sector 190, 191 contains a Boot Record for the device, Sector d9®@n

FAT 1 begins at Sector 222 aRAT 2 begins at Sector 1199

The cluster size is set to 64 sectors per cluster.

Listed below are thiypical directory entries of RSPF-AT file system. The idectories acceptongfile
names. There are 190 sectorat thre not used between the en&AT2 and the ROOT Directory.

Root Directory Createtl/ begins in Logical Sector 1986

Filename Path Dir Size Creation Cr Last Write LW Last Access  1st
Date Time Date Time Date Cluster
MEMSTICKIND \ 0 0 0 0 0 0 0
MSTK_PROIND \ 0 0 0 0 0 0 0
(Root directory) D 32768 2
PSP D 32768 10/24/2007 22:43:24  10/24/2007  22:43:24 10/24/2007 3
GAME \PSP D 32768 10/24/2007 22:43:24  10/24/2007  22:43:24 10/24/2007 4
SAVEDATA \PSP D 32768 10/242007 22:43:24  10/24/2007  22:43:24 10/24/2007 5
COMMON \PSP D 32768 10/24/2007 22:43:24  10/24/2007  22:43:24 10/24/2007 6
SYSTEM \PSP D 32768 10/24/2007 22:43:24  10/24/2007  22:43:24 10/24/2007 7

Y This is a compilation of a number of reports from Winhex that has been reformatted for this paper.
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MP_ROOT \ D 32768  10/24/2007  22:43:24  10/24/2007  22:43:24  10/24/2007 8
100MNVO1 \MP_ROOT D 32768 10/24/2007  22:43:24  10/24/2007  22:43:24  10/24/2007 9
101ANVO1 \MP_ROOT D 32768  10/24/2007  22:43:24  10/24/2007  22:43:24  10/24/2007 10

MUSIC \ D 32768  10/24/2007  22:43:26  10/24/2007  22:43:26  10/24/2@7 11

PICTURE \ D 32768  10/24/2007  22:43:26  10/24/2007  22:43:26  10/24/2007 12

VIDEO \ D 32768  10/24/2007  22:43:26  10/24/2007  22:43:26  10/24/2007 13

Clusters 2 through 18re theclustersthat contain the directories created during thendrJust like in a
typical DOS / Windows OS, clusters are wipegiaparation for @&lusterto receive alirectory.
Physical sectorg,944through the Bd of the MSD4 are not affected by the format aredain their
original data.

The dates and times shown in the directory structure are from the ¢éooee dThe device itself has no
method for changing the file dates and times, Bi# system date artitne can be altered using the
i S eg>tDate & Time Settings f uncti ons.

Examination of the Standard Contents of the Directories.

Regardless of the file system placed on the MSDs, the same initial directory structure is used. The
directory structug used by the PSP is setuprtonic the functionsof the device. The directories under
the direetory PSPhold the default staige locations for each different type of activity.

\PSP

\PSRGAME 1 this is the directory where games are expected to storedmmeEach game creates its
own subdirectory to store the data it generates. Such data could be player history, location in the gam
status of the playeaqr different player opponent statistics. Ampiricalexamination of the directories
createdbyseer al games suggests the standard naming
by avaryingnumber of digits.

TheOS systens av e s tpHated OfSi e i n afterthe file isdoivnmloadedramrSgny

\PSRSAVEDATA - this is the directty where Sony instructs game developers to store Game Specific
Data. The suldirectoriesarmmamed | i ke AULUS101200 or AULUSLILC
are displayed on screen under the fAGame funct
are .PNG files.

The files in two typical games subdirectories are:

and

\PSRSAVEDATA\ULUS10120 (Crossword Puzzle Games)

DATA.BIN - There are binary dafdes. And can be large (> 1.0NJB

ICONO.PNG - Small picture file (game file)

ICON1.PMF - Small picture fie (game file)

PARAM.SFO - Game data file / information

PIC1.PNG - Small picture file (game file)
\PSRSAVEDATA\ULUS100950000 (a version of Sudoko)

ICONO.PNG - Small picture file (game file)

PARAM.SFO - Game data file in formation
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PICLPNG - Smallpicture file (game file)
SIJDOKU.BIN - These are binary datdds, and can be large (> 1.0yB

\PSRCOMMON - The author has not been able to generate a file in this directory.
\PSRSYSTEM - This directory contains information about internet usage.

This is the location where the files for the browser are located.
There are t wo subdirectories creat e dtor owmseam d\it $iiec h o

\PSRSYSTEMbrowser
BOOKMARKS.HTML - Bookmark file for the browser
HISTORYF.DAT - the data is not reathle
HISTORYIL.DAT - URLsthe user has keyed into the system.
HISTORYV.DAT - The names andRLS of sites the user has visited

When a web site igisited all threehistoryfiles are updated. The files are not present until the first use
of the browser. Ithe site is not accessed by the system because @haection error then only the
HISTORYI.DAT file is updatd.

HISTORYV.DAT:

This file contains a history of sites thaave beervisited by the userThe browser creates this file
automatically The informationis in name/ valugairs, (e.g.the name of the site and then thBL for
the site) The Name andJRL information is precededby the length of the name and thHRL
respectivelyand terminated b@x12 36 00 00

So the data packet has the fallng format Name length; NamelURL length, URL, 0x12 36 00 00
Between each NAMBJRL pair are 28bytes of data. The next record starts@i 00 00 00
The signature for this file is:

56 65 72 2E 30 31 00 00 00 00 4E 45 50 40 44 44 4% BéX
Ve r. 01 .. . .NFPKDD A T<-ACSI

The most recent files are showat the beginning of the fil& hereis noapparentiate or time associated
with these entries.

HISTORYF.DAT:
This file does not appear be readable by theser

HISTORYI.DAT:
This file contains the information that has beaterednto the Browser address bar.

BOOKMARKS.HTML.:

This file contains the bookmarks set by the user.MBO OK MA RK S . fild Ts Mri.héml document
(without the endig tags for thebody or htmltagg. Text irsidethei B OOK MARK S . fileTstdie 0
thatthef i | e genhesated filé@bii the systemsic) and the file willbe read and over written. The date
and time information for this file confirms that stateméwtditionally, the author attempted to edit the
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contents of théBOOKMARKS.HTMLOfile and caused the PSP to not show any of the
ABOOKMARKS.HTML 0 details.The Create Dateand Timefor this file coincides with the date and
time of the last @ny in theil B O O K M AHRTKM Lfie itself. The dates and tirméncluded with the
ABOOKMARKS.HTML ofile are the systeninie, adjusted to ®1T, (based on the time zone set in the
systen). When a bookmark is clicked or linked to or followed, ib&ST VISIT:0 and

ALAST __MODIFIED:0 dae / times are updatethe iFADD_DATE: femains unchanged.

The author has ndteen able to determine the recycle atdinage periodf time for the data in the
four filesfound in this directory. Empirical analysksased on previous usage by théhor indicates
that sane of the data cabe two or three months old.

\PSRSYSTEM\RSSCH
\TEMP
\ITEM 0 this is a SystemRSStemporary folder
\CHANNELS
CHLIST 0 contains a list of the RSS channels the user has addexkststém. When
data is downloaded arsdvel from an RSS site the data is stored iInNBIETURES sib-
directory in a directory beginning withiRSS]o .

\MP_ROOT
\MP _ROOT\100MNVO01- This is the directory where the PSP expéafind movies the user wigs
to view. The moviesan te viewedare in the MPEG} Format®
A Memory Stick Linear Format / MP4
A MPEG4 Simple Profile (AAC)
A H.264 / MPEG4 AVC Main Profile (CABAC)(AAC) and Baseline Profile AAC
A Avi
A Motion JPEG(Linear PCM)
A Motion JPEG (u-Law)

The file naming pattern®™4 Vo6, 5 number s, a(ned. gv.B et IR40 p n
thumbnail file carbe associated with the MRideo file.Video files that & not named according to this
naming conventiomr e not di splayed on t he s cssede¢hrough theddevich er e

The MP4 video files mustebencoded correctly or the PSP will not play them. There are several encoding
software packages. Sony sellsfiBSP Media Manages o f t war e, another is APSP |
PQDVD,and AcalRSPR/IDOpseri 4. 0. 0O

The header fothe MP4 video filess:
00 00 OOftypMSNV 00 00 02 OMSNV 000000f uwuui dPROF

There appears tcelabout128 bytes of header. (See appendix D3 for the complete 128bytes.) Using
iftypMSRAGSEH, withia 8 byte offset shubd get you the start of these files.

18 See Sony Online documentation. The list is effective 11/23/2007. Src: Sony Onlina:manu
Http://manuals.playstation.net/document/en/psp/current/index.html
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There is a f ootl®69128019:00008 i n | BRreresliogiveefdoter, afithe end of the
movie file, is the encoding used and the name of the file.dSgendixD3 for more details.)

Associatd wi t h each movie file is a file with the sam
play the video file. The file is a thumbnail picture of the contents of the video file.

\MP_ROOT\101ANVO00L1. This is also a movie directory. The fildsat are stored in this directory have a
di fferent naming convention, ie. d¢.hei MAMPUD2 Q5. MR4Hd .a

Video files that are not named according to these naming conventions are not displdyedonaen and
therefoe ¢ a wlidedtly deoessed through the device

\Music

\Music is the directory where the user places musis fiebe played by the PSP. These files can be organized
into subdirectories. The Cros3ab interface haalimitation, the interface is proagmmed to read only certain
directories, it willrecognizeonesub-directorylevel below these pragammed directories, but will notcognize

any directories thadre in thenext level down thedirectory treeln other wordsif the user places a music
suldirectory calleddCount r y Mu sfiMuos iucnod edri rtehdd@Counpt ampdMueded an
one c\Al bhedan Myl ®s Al faTnhnea hd i Myel cetieviableibly the Crasali intdoface.

According to Sony the following typ®f mediacaneé pl ayed on tthe PSP E syster

Memory StickE Audio For mat
f ATRAC3E
o ATRAC3pluseE
o MP3
0 MP3 (MPEGIP Audio Layer3)
1 MP4 (MPEG4 AAC)
 WAVE (Linear PCM)
T WMA

Picture

\Picture is the subdirectory where the user can place photos he wants to dmplsgreen. The user can organize
his pictures into subdirectories. The dlikectories can only benelayer deep. The picture browser will show
pictures from anywhere in the device, provided it is one layer dowdimeetorythe device recognizes.

According to the manual for the latest version of the PSPR 8 willdisplay the folloving file format<®
1 JPEG (DCF 2.0/ Exi2.21 compliant)

TIFF

GIF

PNG

1
1
1
1 BMP

9 See Sony Online documentation. The list is effective 11/23/2007. Src: Sony Online manual:.
Http://manuals.playstation.net/document/en/psp/current/index.html
20 See Sony Online documentation. The list is effective 11/23/2007. Src: Sony Online manual:.
Http://manuals.playstation.net/document/en/psp/current/index.html

The Play Statin Portable Pagel9 February 25, 2008


http://manuals.playstation.net/document/en/psp/current/index.html
http://manuals.playstation.net/document/en/psp/current/index.html

Video . this is another directory addedtbat a usecan view video files.

Processing Considrations

Large amouts of the data canebstored othefiMe mor y St i ¢c k DRBB $heseMSPssldoulbly t h e
imaged and reviewed as if they were hard drives.M88sare reasonablgtableand not affected by outside
conditions, sahey can k storeda long timeindependenof any power supplyMSDsdo not have avrite blocker
switch, so a software or hardwawrite blocker should be used to ensure the integrity of the data on the device.
During theresearcHor this papemo write blockers were emmfed no changes to the data on the MSDs were
observed (other, than the intended chandaghg my procesng. | have examined the MSDisrough a USB
connection(via a MSD card reader)nd via thePSP itselplugged into computer via a USB connection

The PSP does have a function that will reformat a MSD. This function merely replaces the system areas. Additional
any t iFoenatMéneory Btick f eat ur e i s r un defaultditectoried &écrehtédein tkek a c t
original locations. e remaininglata is not altered. So formatting the MSD, whiis destructive to the system are

data, will not eliminate the evidence on M&D.

After seizure, he PSPshould be plugged into a power outlet as soon as possible using a charger desitpeed
device. If the device goes into hibernation mode, similar to a screensaver option, versus beingtisalife®f the
battery is considerably shorter (days versus weeks or months.)

Many of the settings amuch of thehistorical informatioris stored inRAM, only. | have not been able to identify
any means for extracting the information store®#&M otherthana manual method, (e.gelecting the option and
recordingthe setting). | recommend that the information be captiegher manuallywriting it down)or via a
recording device asome type (camera, \8d camera) (see other notable in information).

MiscellaneousAddendum

Settings:

The system does not save the system settings anywhereRbAlMinThe battery keeps the informationRAM.

There is a back up power supply that maintains the d&&M for a short period of time. This back up power supply
is intended to maintain the dataRAM while the user swaps otlte battery.

Access Point Connection

The Operating System maiinta alist of wireless access points to which the system has connected. The system can
store he access point information for updteven (11) access points. After the system has recorded the information
for the 11 wireless access points, the informafiiwrone of the stored access points mushbauallyreleased before

a new one can be added. The data can be displayed by goingistham-> Network option and revieing each
connectiols information separately. There is no method for dumping thertsraéthe access point list to any

device.

Theinformation that can be recovered is;

Connection name, SSID, Security settings, IP Address Subnet mask, Default Router Address, Primary and
Secondary DNS, if a Proxy server needs toder and ithe Inernet Browser should be launched automatically.
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Password and Lo@n Information:

The systentan maintairpasswords and logon informatiotf the optionto store the password and logon information
is acceptedvhen a web page offers store a passworthe password and logon informatiorrégainedn RAM. The
author wento two siteswhere an offer t@tore a passwosdwas presentedhe author ecepted theffers Later, the
authorreturredto the sies with full accessAt this time, with no way to dup theRAM out of the device the only
method for recovering the data is to manually visit the #itesiser hasisited

Cookies, Cache, Proxy Settings
The browser raintainsCookies, Proxy settings, and a cachd,ibhas no wayo display the infomation. There is
however a method for deleting the cookies, and the cache.

The Cross Tabrowser will only allow the datéles to be a single level below the standardadéfdirectoriescreated
duringthefiFormat Memory Sticlk f unct i o n . he browses cahealirected $sodowrer levels using thidrL
fifi | e s :rdsdingformatthdough thanternetbrowser.
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Appendix A

Glossary of Terms?*

Bootsound
The sound that plays wh a PSP is coldbooted.

BOOSTER-
The developer responsible for DevHook.

Brick -

A system critical file has been corrupted on the Flash Memory, rendering the PSP unable to start. Depending
how critical the corrupted file, it may be possible to recoveRSP using any Custom Firmwares' recovery
mode. Also, ANY brick (Full, or Partial) can be recovered using Pandora.

Bricker -
A slang term used to refer to any homebrew game/app that either accidentally, or purposefully, permanently
damages the criticalpts of the PSP's Flash, rendering it a brick.

BSoD
This comes up when something on the Flash 1 has been corrupted. Pressing O will reset it with no permaner
damage. This also commonly shows up after a downgrade. AB{u& Screen Of Death

Coldboot-
A "hard start" of the PSP

Cross-Tab Browser
This is the main menu interface on the PSP.

Custom Firmware-
Special firmware version created by PSP hackers to allosddi@snal features

Custom firmwares also a new development. The Custom Firmweageirest h at fBnowarg 8.5be

installed on the device prior to the installation of the Custom Firmware. Installing the Custom Firmware
involves writing to the PSP's flash memorygddn5 is the safest firmware ¢l so from. Not to be confused

with official Sony firmwares, custom firmwares allow us to have some of the best features that Sony would
never allow. Custom Firmware allows you to have recovery mode, so the PSP can be brought back in the ev
that it is ever bricked.

There are several notalfdP custom firmwares out right now.

HarleyG's Custom Firmwar& his is a basic custom firmware, based on the proof of concept. It features a
recovery mode, and the ability dual boot between Devhook, and 1.5, among other features.

% This Glossary was reformatted and updated from a postorsadist v by t he | CEMAN. l cemanéds en
http://www.psphacks.com/forums/about70493.html
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Dark_aleX's 2.71 SEAn earlier form of the OE firmwares, this custom firmware was based off of the 2.71
firmware. It is not widely used any more, instead being favored for the OE series of firmwares.
Dark_aleX's OE seriesThis is the most popular custom firmware, not to twefesed with regular 3.xx
firmwares. Unlike the official Sony version, this allows all homebrew to be played as if it were a 1.5 PSP,
allows ISO files to be played without a loader, and also has recovery mode, among other features.
Eiffel65's 1.53 This is a custom firmware very similar in functions to HarleyG's custom firmware, but has a
number of improvements. It has all of the features of HarleyG's Custom Firmware, as well as a few new
features, such as the ability to load a custom XMB. It is stitsiearly releases, and will most likely be
improved.

M33 Firmwares Developed by Team M33, this firmware improves upon the OE series of firmwares that were
left behind when Dark_AleX left the PSP hacking scene.

Information on putting any of these onto y&SP can be found in the tutorial section of this website. Just like a
downgrader, these write to flash memory, so there is always a slight risk.

Crack-
Meaning we've found a potential weakness in the PSP's firmware, which may lead to homebrew.

CSO
"Compressed ISO", a way to make an ISO file smaller on your memory stick

Customization
'‘Modifying' your PSP by flashing new fonts, icobskgrounds , or sounds to the PSP's flash memory, usually
through the use of XFlash

Dark_aleX-
Possibly one of the ast well known PSP hackers, known for his work on many downgraders, and the SE/OE
series of Custom Firmware.

DAX-
A shortened form of the famed PSP hacker, Dark_aleX. It is also a form of PSP ISO Compression

Decrypt-
The encryption keeping us from lookj at Sony's code has been broken. This allows us to analyze the PSP's

code, and look for a weakness.

Dedaleus
The most activelglevelopediintendo 64 emulatorfor PSP.

Devhook

A homebrew application that allows the PSP to emulate, or imitate, afioth&are version without actually
upgrading, Created by BOOSTER. This is the most common loader in use - R&vce Hook

DiscO-
This is how the UMD drive is identified to the PSP
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Downgrade-
The act of rewriting the PSP's flash memory with a lowenfiare version to allow for Homebrew. Requires a

Kernel Mode exploit

Downgrader-
Rewrites the PSP's flash memory to a lower version. Can potentially brick your PSP.

Downgraders are homebrew applications that rewrite the RSFi@mory to change itd a lower version. The
PSP's Flash Memory holds all of the PSP's vital information, such as how it is supposed to run. Without this
information, the PSP cannot run. The only way to change thhsaggh downgraders. Downgrading is slightly
dangerous|f something goes wrong, you will have a very expensive brick. It is also extremely difficult to
make a downgrader. First a User Mode exploit needs to be found, which allows us to run homebrew on that
firmware version, and then a kernel mode exploit musbbed, which allows us to access the PSP's flash
memory to change it. Just because you hear of a firmware being 'decrypted’' does not mean that it can be
downgraded. Whenever possible, it is highly recommended to downgrade your PSP to version 1.5, where yo
can then go to Custom firmware

Downgrading is very safe. The warnings you see about bricking your PSP is there just to allow the developer
to cover their bases, so that if something does go wrong, they aren't responsible. Every time you change
anything o the PSP's flash memory, from a font, to a full downgrade, you have a very small chance to brick.
99% of all downgrades are successful. The other 1% is usually because the person doing the downgrade car
follow instructions. So always read the readne iiefore running the downgrader, and you'll be fine.
Downgrading is ALWAYS recommended over HEN or the like.

Dump-
Usually includes FlashO, and occasionally Flashl. These files are copied from the PSP's flash memory, usua
for use with DevHook.

Eboot-
A file that the PSP can run.

Eloader-
A.K.A Eboot Loader, A application that allows homebrew to be run on PSP firmwares 2.0 and higher

Emulator - %
This fools the PSP into thinking it's something it's not, such as a SNES.

1. What are Emulators?

Emuldors are progans written by some pragnmers which makes a virtual clone of a specific gaming

console to make it playable on the PC or any other console, though not all consoles has emulators and not al
them can play all emulators. Emulators need R@M@ay with, and some need BIOS for emulators to work.

e.g. PSX emulator on PC, Genesis emulator on PSP, MasterSystem emulator on PSX, etc.....

i) 2% (src: http://www.psphacks.com/forums/about81043.hyml
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2. What are ROMS?

Roms are a clone of games for specific consoles. ROMS are used with emulators to pragareda. Each
console has specific file extension but sometimes one file extension can be for several ROM types.

e.g Nes ROMS has the extension (.nes), Genesis ROMS has the extension (.smd), PSX ROMS as well as PS
ROMS has ISO or BIN extension, etc...

3. What is BIOS?
BIOS(In Emulators) is a clone of the interface of console which contain the booting screen and other things li
"Memory card manager”(In PS1 and "PS2).

4. Are emulators, ROMS and BIOS Legal?
Emulators are completely legal but ROMS an@®@BImost of them are illegal to upload and give links in
forums, though it is legal to have your own ROMS and BIOS, if you own the game .

Exploit-
A weakness has been found in the Firmware, which allows us to play unsigned code, A.K.A Homebrew

Fastloader
An older form of a PSP ISO loader. Devhook is more common now.

Firmware -
The 'operating system' of the PSP

The firmware is the files that the PSP uses to run, which is located on the PSP's internal flash memory. This i
everything the PSP does, fromvhit plays a game, to the sound it makes when it starts. It controls every aspec
of the PSP, including whether or not we can play homebrew. Firmware versions 1.0 and 1.5 are fully capable
runninghomebrewapplications 2.0 andup, however, require thdoader, and HEN (Homebrew Enabler) to run
homebrew. Often times, these firmwares can be downgraded to a lower version, such as 1.5, which can play
homebrew at full speed, without the need for any extra loaders.

1.0-1.5-> Full homebrew capability. drestrictions. Used to install custom firmware

2.0-3.50-> Limited homebrew capability. Can all be downgraded to 1.5

1.5 POC, 1.5 CFW, 1.53, 2.71 SE, 3.03 OE, 3.10 OE, 3.30 OE, 3.40 OE, 3.50 Of, ®i33om Firmwares.
Full homebrew capabilities with nmestrictions.

1.0-3.50 (Special Note}> Using Pandora’'s Battery, ALL firmwares can be downgraded. However, to run it
requires you have a PSP already capable of running homebrew games.

Firmware 1.5-
The most hacked firmware, next to custom firmware, dlaws us to do anything

Flashing-
The act of copying a file to the Flash Memory to change the operation of your PSP.

Flash-
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The internal memory of the PSP, which contains all information on how the PSP is supposed to run. Cannot
easily altered.

Flash O
This contains the PSP's system information

Flash 1-
This contains the PSP's information on the user, such as wifi setup, and usernames

Flash 2/3
Rumored areas of the PSP's flash memory. Not much is known about their use.

Flash Memory-
Thisis the internal memory of the PSP, which contains all of its system information. ARlash

Full Brick -
This happens when a critical part of the Flash Memory is damaged. A signal of a full brick is the inability to
access recovery mode on Custom Fiamsv These can be recovered using Pandora's Battery.

Gameboot
This is the movie that is played when any game, or UMD is run

GTA
One of Sonyds |l egitimate games that is used to h

Hack-
Anything to makehie PSP do something it isn't meant to

HEN-
Homebrew Enabler. This tricks the PSP into thinking it really is allowed to run homebrew code on higher
firmware versions.

Homebrew-
"Unsigned Code" used to play games that Sony doesn't normally allow. UkisBpftware is developed by
individuals in the PSP user community.

Homebrew is, in a technical sense, 'unsigned code'. What this means is that all Sony provided games, from
downloadedlemos tdJMD gamesare digitally signed. When the PSP tries toaoy game, it looks for this

digital signature, and if it can't find it, or it's wrong, the PSP won't run it. Homebrew is run by exploiting ‘holes'
in the firmware that bypasses this signature check, and allows the game to be run. Sony has encrypted, or
hidden, this signature from all of us. Every time we try to mess with their file, this signature gets smudged, so
can't be read anymore. This prevents us from just taking an official Sony file and replacing it with our own
code, or just looking for the 89 signature

Homebrew itself is anything that is created by a user. This rangeaf8d&ESemulator to any of the truly
original games, such as Callisto, out there. Much of it is actually very fun, and can reatyyaddPSP
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experience. Various mettls have been designed to play homebrew games. This ranges from the 'kxploit' trick
in firmware 1.5, to the eloader in versions 2.0 and up.

ID Storage Keys

A set of information stored on the PSP that defines the general rules for how it works, fromhiaoniéothe
charger, to what firmware versions are allowed to run. (In the case of ti82/86 PSP's) This is above a
firmware in the way that PSP uses it.

ISO-
PSP game ‘image’ that is usually illegally downloaded

Kernel Mode-
A way to run homebrewgnd allows access to Flash memory. This allows for downgraders, or for homebrew to
be run at max speed.

LCS-
Refers to Grand Theft Auto : Liberty City Stories. Commonly used to downgrade or run homebrew.

Loader-
Assists in the playing of PSP ISO's

Lumines
A UMD Game containing a flaw allowing for PSP Downgrades in some recent (3.30 +) firmwares.

"Magic" (Or Pandora) battery -

This refers to any battery pack that has been modified using the Pandaearpmgliow it to unbrick a PSP.
While in this sate, the battery CAN NOT be used normally, but it can be restored to its original state using a
backup of the battery's flash. Read the tutorial section for more information.

"Magic" (Or Pandora) Memory Stick -
This refers to any Memory Stick that contathe files used by the Pandora peogto unbrick a PSP.

Modchip-
A second Flash Memory that can be soldiered to a PSP's motherboard, making the PSP 'unbrickable’. Howe

this requires advanced skills to install. A.K.Bndiluted Platinum

MP4-
Theonly movie format that the PSP can play. In order to play, it must be specially converted for the PSP usin
computer software.

MS Root-
The Root of your memory stick, or the first folder you see when you open it on your PC.

Noobz team
A team of PSP h&ers that have contributed the eLoader, xLoader, and help with many PSP downgrades
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OE-
"Open Edition". The common term for Dark_aleX's most recent Custom Firmware. Currently at 3810 OE

Official Firmware -
Not to be confused with custom firmware, thlighe firmware released by Sony to block homebrew games

Pandora-
A application that will turn your PSP's components, including its memory stick and battery, into special
"Magic" items. This is the same process Sony uses-twiagk PSP's you send them.

This is an application, released by a team of VERY skilled PSP hackers, that allows-bsité any PSP

without sending it to Sony. It uses the same process that Sony uses at its repair centers, allowhhgidkto un
any PSP sent to them. The catcthiexe, a minimal version of 1.5 is installed, as opposed to the latest firmwares
that Sony would install. This application can also be used to downgrade ANY past, present, or future offical
Sony firmware. More information on where to find this applicateord how to use it, can be found in the

Tutorial section of this site.

A few notes, however

1. The "Pandora Battery" required to-mick a PSP CAN NOT be used normally in that state. When
transforming the battery into a Pandora Battery, you have tiendptcreate a backup of the battery's flash

data. This is ESSENTIAL if you intend to use it again as a normal battery. See the tutorial section for more in
2. There is a similar process used on the memory card. A simgterReat using the PSP'BESrmat Memory

Stick" will return it to it's normal state.

3. The version of 1.5 running from the Pandora's Battery MINIMAL. Many things will NOT work. Pandora's
Battery does come with a flasher that allows you iftah 1.5 to your PSP.

Special Note> Pandoa's Battery can unbrick or downgrade ANY PSP. The exception to this rule is any PSP
that was bricked (Bricked. It can still downgrade-082/86 PSP's) by corrupted ID Storage Keys. PSP's
bricked in this manner CAN NOT be unbricked, as Pandora's Battermyohaay to fix them. (I.EAttempting

to downgrade a TA82/86 PSP without the special downgrader)

Pandora Battery

The Hack necessary to create a Pandora Battery

2 http://lwww.psphacks.com/images/psp_pandora.jpg
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Pandora Memory Stick

Patched (Grand Theft Auto)}

Commony used to refer to a version of the Liberty City Stories UMD game that has had the flaw to run
homebrew removed. Impossible to tell on the box, but contains a 2.50 or 2.60 update on the UMD. Most
common version of Liberty City Stories on store shelves.

PSP2.50 > 1.50 > 3.03ea > 3.100ea > 3.400€ea > 3.40* > 3.52 M33 > 3.52 M32 3.52 OMY 07

This string of characters described the upgrade path that a user can follow in install a home brew firmware.
Downgrade from fir mwar e ersion L.50ito8103e4 (& Homelrawy fiw), 2. 50 t o
Then the upgrades to follow. (skenware )

Recovery Mode
This allows you to bring your PSP back to life, if you happen to partially brick it.

RSoD-

More severe than a BSoD, this may mean something serioogigpted. Usually, resetting the PSP will cure
this, however. May also show up after a downgrade, in which case a reset will get rid of it. Rad.Screen
Of Death

RSS

RSSis a family ofWeb feedormats used to publish frequently updated contectt sisblog entries, news
headlines opodcastsAn RSS document, which is called a "feed," "web feed," or "channel," contains either a
summary of content from an associated web site or the full text. RSS makes it possible for people to keep up
with their favorite web sites in an automated manner that's easier than checking them manually.

SE-
"Special Edition"”, used as in 2.71 SE, which is a custom firmware created by Dark_aleX

Semi Brick-

This is a brick that was not caused by corrupting critical filege. FSP can be recovered using Custom
Firmwares' Recovery Mode, or Pandora's Battery. If recovery mode can be accessed, itwiaksarot a
full brick. A.K.A- Half Brick

Signature-
The way that Sony tries to restrict homebrew. The PSP will lodgthi®every time any code is run. Hacks

allow us to bypass this.

SNES 9x
The most common SNES emulator for the PSP

Sony
The company that designed and developed the PSP

Sony Official Firmware-
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Any firmware released by Sony. These are most commonlgsedeto combat the hacks that the PSP hacking
scene has discovered. Upgrading to any Sony Official Firmware will make your PSP unable to play any
homebrew games.

TA 079-
One of the "good" motherboards, which can be downgraded without any extra steps

TA 081-
Another "Good" motherboards, can also be downgraded without any extra steps.

TA 082-
"Bad" PSP motherboard. Requires a different downgrader to downgrade. Can be identified by "IC1003"
marking on the upper right of the PSP UMD tray.

TA 086-
Another"Bad" PSP motherboard. Requires the same downgrader a82Moard. Can be identified in the
same manner as TA 082.

UMD -
Universal Media Disk. This is what the PSP plays its legitimate games from.

Unpatched (Grand Theft Auto)-
Refers to the versiorf diberty City Stories that contains a flaw allowing us to run homebrew and downgraders.
Impossible to tell by the box, but has a 2.00 update on the UMD. Not easy to find anymore.

Unsigned Code
A.K.A Homebrew. Code that is run on a PSP without theiafficSony signature.

Upgrade-
Usually referred to upgrading the PSP's firmware using an official Sony update, which is highly discouraged.

May also refer to installing custom firmware.

User Mode
This is a way that homebrew can be run, but cannot sergghing on the flash memory, so it runs slower than
kernel Mode

XFlash-
Allows for customization of the PSP by flashing new items to the flash memory, such as fonts, or pictures. He
a very small risk of bricking.

xLoader-
An experimental version ohe eLoader, created for firmware 2.80

XMB -
CrossMediaBar, The PSP's 'main menu'. This is where you can choose a UMD game, view pictures, listen tc
music, or watch movies.
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Appendix B

PSP Internet Sites:

http://www.us.playstation.com/psp/landing.aspx#/steBdny PSP home
http://www.mrmodchips.co.uk/catalogRe pl| acement parts for PSP6s.
http://www.pspworld.com/sonpsp/software/
http://www.pspnerd.com
http://pspupdates.qgj.net/PersoiddiaManagerv2-87/pa/49/aid/79074
http://www.psphomebrew.net

http://pspnews.dcemu.co.uk/

http://www.psphome.com/

http://www.xtremepsp.com/

http://www.pspvault.com

http://www.psphacks.net/forums/
http://psphacks.blogspot.com/2005/04Absne controk10.html
http://forums.ps2dev.org

http://pspnetwork.net/forum/

http://www.pspforums.com/forums/

http://www.psphacks.com

http://www.pspvault.com/

http://www.pspgarden.com/

http://www.psphacker.com/
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http://www.us.playstation.com/psp/landing.aspx#/start/
http://www.mrmodchips.co.uk/catalog/
http://www.pspworld.com/sony-psp/software/
http://www.pspnerd.com/
http://pspupdates.qj.net/Personal-Media-Manager-v2-87/pg/49/aid/79074
http://www.psphomebrew.net/
http://psp-news.dcemu.co.uk/
http://www.psphome.com/
http://www.xtremepsp.com/
http://www.psp-vault.com/
http://www.psphacks.net/forums/viewtopic.php?t=294
http://psphacks.blogspot.com/2005/04/psp-home-control-10.html
http://forums.ps2dev.org/viewtopic.php?t=1439
http://pspnetwork.net/forum/index.php?showtopic=98
http://www.pspforums.com/forums/psp-home-control-10-vt959.html
http://www.psp-hacks.com/?p=48
http://www.psp-vault.com/module-pnForum-viewtopic-topic-697-start-0.psp
http://www.pspgarden.com/archives/20050416-psp_home_control_10-001925.php
http://www.psphacker.com/2005/04/control-your-home-with-your-psp.html

Appendix C

The released detaitd the psptaken from gamesradar.com:

CPU Core:

MIPS R4000 3zbit core
128bit bus

333MHz, 1.2V

8 MB eDRAM main memory
2.6GB/sec bubandwidth
[-Cache, BCache

Graphics Core 1:

2 MB VRAM

5.3Gbps bus bandwidth

Graphics Core 2:

Rendering Engine + Surface Engine
166MHz, 1.2V

664M pixels/sec fill rate

Sound Core:

VME (Virtual Mobile Engine)
166MHz, 1.2V

3D soum, 7.1 channel

Support for ATRACS Plus, AAC, MP3
Reconfigurable DSP engine

Media:

UMD1 Universal Media Disc, 60 mm diameter
660 nm laser diode

1.8 GB dual layer

11Mbps transfer rate

Unique disc ID

Display:
4. 5n TFT LCD with 16:9 widescreen display
480x%272 pixels, 24it full color

Communication:

Wireless LAN (802.11) [Hotspots, Home Server]

IrDA infrared wireless communication [PSP, Mobile Phone]
USB 2.0 [PSP, PS2, PC]

Memory Stick
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Controller:
Directional @d, analogue stick
Circle, Cross, Triangle, Square, L1, R1, Start, Select buttons

Misc:

MPEG4 AVC Decoder
Rechargeable lithiurron battery
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Appendix D1

Forensic Analysis of a Sony Memory Stick Duo 32 mb i MS2 0 )

The MSD32 was vipedandfilled the with the hex pattern 0x00:

The resulting MD5 hash for the entire stick is EFB81CC27AFE3491FA2660084AD3AABR24 sectors

(note this is the MD5 for the WipedSD-32)

TheMSD3 2 was formatted using the AFor mat Memory St
Format time: 10/23/207 22:30 (my display doesn't show any more accurately)

Initial hash: 7368FDS8AECD4473D596C862F96BD275B (MD5 128) per Winhex

Created Image: Sony PSBB2MB MemDuo.dd
Image Hash file Sony PSBB2MB MemDuo.txt
Image Hash: 7368FDSAECD4473D596C862F96BD2758 Lpmwk

Sector 0 Partition Table
no boot code present!

partition marked as active; 80

start head 1

Start Sector 4

Start cylinder 0

partition type 01
endhead 3

end sector 16

end cylinder 989
sectors preceed'g partn 19
sectors in partition 63341
Sector218: al | A0O0OS

Sector 19: Boot record
no boot code
boot record identifies the device aBAT12 file type

bytes per sector 512
sectors per cluster 32
reserve sectors 1
number ofFATs 2

root entires: 512
sectors unde32MB: 63341
media descriptor: F8
sectors peFAT: 6
Sectors per track: 16
Heads: 4
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Hidden sectors: 19

sectors oveB2MB 0

BIOS Drive (hex, HB8x) 00

unused 0

Ext Boot Signature 29h
Volume Serial Number 00 00 00 00
Volume Label blank

File System FAT 12
Signature 55 AA

WinHex 12.9 SR3
10/24/2007, 00:18:15

Removable medium1

Model: Sony PSP

Firmware Rev.: 1.00

Bus: USB

Total capacity: 32,473,088 bytes = 31.0 MB

Number of cylinders3
Number of heads: 255
Sectors per track: 63
Bytes per sector: 512

Sector count: 63,424

Sector count: ? [according to ATA]
Surplus sectors at end: 15,229

Partition 1

Sectors 19- 63,359

Partition table: Sector 0

File system: FAT12

Total capacity: 32,430,592 bytes = 30 MB
Sector count: 63,341

Usable sectors: 63,296

First data sector: 45

Bytes per sector: 512

Bytes per cluster: 16,384

Free clusters: 1,967 = 99% free
Total clusters: 1,978

Unused intefpartition space:

Sectors 1 12 (6.0 KB)

Sectors 14 18 (2.5 KB)

Sectors 63,36063,423 (32.0 KB) = 40.5 KB

FAT 1 /FAT 2 - Initial Entries
00 0102 0304 0506070809 OAOBOCODOEOF 10 11121314 15 16dftsex
F8 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF OF 00 00 00 00
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ILOOK Media Structure Report: Initial Structure 08aMB Mem Stick Duo

+-\PSP Mem Stick Duo (4), Size 30.969 MB, Unused 41.500 KB

+-\0-FAT12, Size 30.928 MB, Free 30.929 MB
+\MP_ROOT

| +\100MNVO1
| +\101ANVO1

+\MUSIC
+\PICTURE

I
I
I
I
I
| +\PSP
I
I
I
I
I

| A\COMMON
| \GAME

| \SAVEDATA
| \SYSTEM

+\VIDEO

Win Hex directory report*

Path Name Size Type Attrib Created Last Modified Last Accessed St Cluster (sector)

Root

\ MEMSTICK.IND 0 IND —-HR 27/01/2005 20:37:46

\ PSP 4  Folder 10/23/200722:30:30 10/23/200722:30:30 10/23/2007 2 (64)

\PSR GAME 0  Folder 10/23/200722:30:30 10/23/200722:30:30 10/23/2007 3 (96)

\PSR SAVEDATA 0  Folder 10/23/200722:30:30 10/23/200722:30:30 10/23/2007 4 (128)

\PSR COMMON 0  Folder 10/23/200722:30:30 10/23/200722:30:30 10/23/2007 5 (160)

\PSR SYSTEM 0  Folder 10/23/200722:30:30 10/23/200722:30:30 10/23/2007 6 (192)

\ MP_ROOT 2 Folder 10/23/200722:30:30 10/23/200722:30:30 10/23/2007 7 (224)

\MP_ROOT  100MNVO01 0  Folder 10/23/200722:30:32 10/23/200722:30:32 10/23/2007 8 (256)

\MP_ROOT  101ANVO1 0  Folder 10/23/200722:30:32 10/23/200722:30:32 10/23/2007 9 (288)

\ MUSIC 0  Folder 10/23/200722:30:32 10/23/200722:30:32 10/23/2007 10 (320)

\ PICTURE 0  Folder 10/23/200722:30:32 10/23/200722:30:32 10/23/2007 11 (352)

\ VIDEO 0  Folder 10/23/200722:30:32 10/23/200722:30:32 10/23/2007 12 (384)

Hex View screen print of sector 32°:

Root Directory At sector 32

16384 4D 45 4D 53 54 49 43 4B 49 4E 44 03 00 00 00 00 00 00 00 00 00 00 B7 A4 3B 32 00 00 00 00 00 00 MEMSTICKIND ~ -&;2
16416 50 53 50 20 20 20 20 20 20 20 20 10 00 00 CF B3 57 37 57 37 00 00 CF B3 57 37 02 00 00 00 00 00 PSP BWTW7 BW7
16448 4D 50 5F 52 4F 4F 5420 20 20 20 10 00 00 CF B3 57 37 57 37 00 00 CF B3 57 37 07 00 00 00 00 00 MP_ROOT  BW7W7 BW?7
16480 4D 555349 43202020 202020 10 00 00 DO B3 57 37 57 37 00 00 DO B3 57 37 0A 00 00 00 00 00 MUSIC D3W7W7 B3W7
16512 50 49 43 54 5552 45 20 20 20 20 10 00 00 DO B3 57 37 57 37 00 00 DO B3 57 37 0B 00 00 00 00 00 PICTURE D3W7W7 B3W7
16544 56 49 44 45 4F 202020 20 20 20 10 00 00 DO B3 57 37 57 37 00 00 DO B3 57 37 0C 00 00 00 00 00 VIDEO D3W7W7 B3W7
16576 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

16608 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

16640 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

16672 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

16704 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0 0 00 00 00 00 00 00 00 00 00 00 00 00 00 00

16736 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

16768 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

16800 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

16832 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

16864 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

% This is a compilation of a number ports from Winhex that has been reformatted for this paper.

% This is a Winhex screenshot that has been reformatted for this paper.
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| filled the entire MSD witpattdhne x val ues AABCDEFO

| formatedthe MSB3 2 wusing the fAFor mat Memory Sticko funct
Format date and Time 10/24/07 12:26am

Sectors 218 not wiped or altered.

19-31 wiped filled with hex values 0x00.

Sectors 32 through end of 415 are wiped, these are the seatarsritain the directories created during the
format. Sectors 416 throughthe end are nocaffee d by t he AFor mat Memory St

Drive returned to initial state filled with hex pattern 0x00.
| formattedthe MSEB 2 usi ng t he @ Fdunctomt Memory Stickao
Drive hash: 7368FDSAECD4473D596C862F96BD275B (MD5 128) per Winhex (note: matches intial hash)

Changed video setting: No change to memory stick
Shutting down device.

Added a number of files to the MSE2. This was to test the type of directentrycreatedoy the PSP. The
PSP created a stand&AT directory entry. Long filenames are created according to the né#i&2 long
file name system.

Attempt Internet access without a Wireless Access poimhectionthere is a change to histogad.
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Appendix D2

Forensic Analyss of a Sony Memory Stick Duo 4GE i MSID )

The MSD4 was wiped and filled the with the hex pattern 0x00.:

| filled the MSD-4 with the hex patteri O x abcdef 0 ov everiftkdhe entire di
lusedt he For mat Kectiooto fprma® 4GBaarkl. -ormat completed successfully

Affect of the format on th&1SD-4.

Repeated test on the MSD

The MSD4 was wiped and filled the with the hex pattern 0x00.:

| filledthe MSD4 wi t h t he hex patternivefiedabcdef o over
| used the For mat Memor y SRoimatkoinpldted successfolly t o f

Master Boot Record

00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00O 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00

00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00
00000040 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 0000 000000000000

00000060 000000000000 0000 OOOOOOOOOOO 00000 0000 000000000000 0000 000000000000
00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00O 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00

000000AO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000000C0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 00000000 00000000

0O0O00O0OOEO 00 00 000000000000 0000 000000000000 O00O00OOOOOOO0O00O0O 00000OO0OOOOO0OO0OO0

00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00O 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00

00000120 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00

00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00

00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00000 000 00 00 00 00 00 00 00 00 00 00 00 00

000001A0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 03
000001CO 02 00 OC 7F FF DF BE 00 00 00 42 OF 7A 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

000001EO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 55 AA

WinHex 12.9 SR3 10/24/2007, 23:39:30
Image create on 12/08/200%7C601299BB9CD62DA74BB7C74E786D&5 hash

Removable medium 1
Model: Sony PSP
Firmware Rev.: 1.00
Bus: USB

Total capacity: 4,098,883,584 bytes = 3.8 GB

Number of cylinders: 498

Numberof heads: 255

Sectors per track: 63

Bytes per sector: 512

Sector count: 8,005,632

Sector count: ? [according to ATA]

Surplus sectors at end: 5,262

Partition 1
Sectors 190- 7,999,487
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Partition table:
File system:
Total capacity:
Sector count:
Usable sectors:
First data sector:
Bytes per sector:
Bytes per cluster:
Free clusters:
Total clusters:

Sector O
FAT32

4,095,640,576 bytes = 3.8 GB

7,999,298
7,997,312
1,986

512
32,768

124,946 'FSInfo mismatch! = 100% free

124,958

Unused intefpartition space:
1-189 (94.5 KB)
7,999,488 8,005,631 (3.0 MB) = 3.1 MB 7999488

Sectors
Sectors

Review of formatted MSD 4.0gb

Boot Record at 190

The

space

bet ween

sectors

1

t hrough

189

has

been

Sectors 190 ad 191 contairs boot record code a copy of the boot code is found in sectors 196 and 197

Boot record:

97280
97312
97344
97376
97408
97440
97472
97504
97536
97568
97600
97632
97664
97696
97728
97760

97792
97824
97856
97888
97920
97952
97984
98016
98048
98080
98112
98144
98176
98208
98240
98272

EB 58 9

02020202020 20202000 02402000 0200000000 F8 0000 3F 00 FF 00 BE 00 00 00

42 OF 7A 00 D1 03 00 00 00 00 00 00 02 00 00 00 01 00 06 00 00 00 00 00 00 00 00 00 00 00 00 00
14D 4520 20 20 20 46 41 54 33 32 20 20 20 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

80 00 29 00 00 00 00 4E
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

52 52 61 41 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00000000 72724161

4F 204E 4

00 00

00 00 00 00 00 00 00 00 00 00000000000

00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 55 AA

00 00 00 00 00 00 00 00 00 00 00 00 00 000

000 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

000

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

1D E8 01 00 03 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 55 AA

00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00

0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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